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Answers: 12.3.1.5 Lab - Configure the Firewall in Windows 7 and Vista

Introduction

In this lab, you will explore the Windows Firewall and configure some advanced settings.

Recommended Equipment

e Two computers directly connected or connected on a network
e Windows installed on both computers
e Computers are in the same workgroup and share the same subnet mask

Part 1: Configure the Firewall in Windows 7

Step 1: Create and share a folder.

a. On computer 1, right-click on the desktop and select New > Folder. Name the folder Cisco.
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Lab - Configure the Firewall in Windows 7 and Vista

b. Right-click the Cisco folder, and then select Share with > Advanced Sharing. The Advanced Sharing
window opens. Share the folder. Use the default name Cisco.

. Cisco Properties (==
|Gene|a| | Sharing | Securty | Previous Versions | Cus‘tomize|

!

Network File and Folder Sharing S gdvanced Sharing @
Cisco
| ) Mot Shared (@] share this folder
Metwork Path: Settings
Mot Shared Share name:
Share... Cisco
Add Remaove
Advanced Sharing
Set custom permissions, create Limit the number of simultaneous users to: 20 =
advanced sharing options.
Comments:
[ '&'Ad\tanced Sharing... ]
Password Protection
Peaple without a user account g R Cachi
can access folders shared with [ el ] [ 2ding ]
To change this setting, use the
[ OK L\)J [ Cancel ] [ Apply
]
[ QK I [ Cancel ] Apply

c. On computer 2, click Control Panel > Network and Sharing Center. Click the icon with the network
name to which your are connected.

[ol[® |
s,
@uv|. » Network » JOHN-PC » v [42][ 5ea P o
File Edit View Tools Help
Organize v MNetwork and Sharing Center View remote printers =~ 00 l@l
-l Libraries B EIEC_D L\\)
55 . Share
5| Documents i -
rJ‘F Music = 7
&) Pictures ‘_:% Shared Printer
2 -
B Videos
§ XPFolder
(.
*& Homegroup o shars

N S,

.! | 3 items
—

d. Double-click computer 1.Can you see the shared folder Cisco?

Note: If you answered no, ask the instructor for help.

e. Close Network.

Note: Use computer 1 for the rest of the lab unless otherwise stated.
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Lab - Configure the Firewall in Windows 7 and Vista

Step 2: Open Windows Firewall.

a. To open the Windows Firewall, use the following path:

Control Panel > System and Security > Windows Firewall

b. The normal state for the Windows Firewall is On.

@.uvlﬂ« Systam and Security » Windows Firewall

« [ 43 |[ Search Control Pane

File Edit View Tools Help

Control Panel Home
Allow @ program or feature
through Windows Firewall
& Change notification settings

® Turn Windows Firewall on or
off

&) Restore defaults
& Advanced settings

Troubleshoot my network

See alzo
Action Center

Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining sccess to your
computer through the Internet or 2 network,

How does a firewall help protect my computer?

What are network locations?

. a’ Home or work (private) networks Connected (&
Metwarks at home or wark where you know and trust the people and devices on the network
Windows Firewall state: Cn

Tncoming connections: Black all connections to pragrams that are not

on the list of allowed programs
Active home or w:rk(pw.-at&]n&tu@ i BlackBear

Notification state: MNotify me when Windows Firewall blocks a new
program

Not Connected (¥)

l @ Public networks

c. What are the benefits of Windows Firewall?

Step 3: Investigate the Windows Firewall Allowed Programs feature.

a. Click Allow a program or feature through Windows Firewall.

7= e =)

File Edit View Tools Help
Contrel Panel Heme

Allow & program or feature
threugh Windows Firewall

'?:g' Change notification settings

' Turm Windows Firewall on or
off

&) Restore defaults
& Advanced settings

Troubleshoot my network

@Qvlﬂ < System and Security » Windows Firewall - ‘ 43 ‘ | Search Control Panel » |

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewsll help protect my computer?

What are network locations?

. & Home or work (private) networks Connected (&)

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:
Hotification state:
See also
Action Center =
] blicr A
Network and Sharing Center l @ public networks

On

Block all connections to programs that sre not
on the list of allowed programs
i BlackBear

Motify me when Windows Firewall blocks a new
program

Not Connected ()

b. The Allowed Programs window opens. Programs and services that Windows Firewall is not blocking will be
listed with a check mark. You can add applications to this list. This may be necessary if your customer has an
application that requires outside communications but for some reason the Windows Firewall cannot perform

© 2015 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 3 of 22



Lab - Configure the Firewall in Windows 7 and Vista

the configuration automatically. You must be logged on to this computer as an administrator to complete this

procedure.

[F=3 O8>
3

@Qvlﬁ <« Windows Firewall » Allowed Programs - ‘ 43 ‘ |

File Edit View Tools Help

Allow programs to communicate through Windows Firewall
T add, change, or remeve allowed programs and perts, click Change settings.
O

Name Home/Work (Private)  Public *

Bl cache_Comen el Gt~ DO
O BranchCache - Hosted Cache Client HTTPS) O

O BranchCache - Hosted Cache Server HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[ Connect te a Metwerk Projecter

[ Core Networking

[ Distributed Transaction Coordinator

File and Printer Sharing

M HemeGreoup

[JiSCS Service

[ Key Management Service
[ Media Center Extenders

Change settings

Allowed programs and features:

1

oooooomOOoOo

Remove

Allow ancther program...

EDDD!HDHDDD

c. Click What are the risks of allowing a program to communicate? The Windows Help and Support
window opens. Creating too many exceptions in your Programs and Services file can have negative

consequences.

Describe a negative consequence of having too many exceptions.

@ Windows Help and Support EI@
& & D = W i A options -

| Search Help pe) [

What are the risks of allowing programs through a firewall?

When you add a program to the list of allowed programs in a firewall, or when you open a firewall
port, you allow a particular program te send information to or from your computer through the
firewall. Allowing a program to communicate through a firewall (sometimes called unblocking) is like
punching a hole in the firewall.

Each time you cpen a port or allow a program to communicate through a firewall, your computer
becomes a bit less secure, The more allowed programs or open ports your firewall has, the more
oppoertunities there are for hackers or malicicus software to use one of those cpenings to spread a
waorm, access your files, or use your computer to spread malicious software to others.

It's generally safer to add a program to the list of allowed programs than to cpen a port. If you cpen
a port, it stays open until you close it, whether or not a program is using it. If you add a program to
the list of allowed programs, the "hole” is cpen only when needed for a particular cormmunication.

To help decrease your security risk:

# Only allow a program or open a port when you really need to, and remove programs from the
list of allowed programs or close ports that yeou ne lenger need.

& MNever allow a program that you den't recognize to communicate through the firewall,

l_gé, Meore support opticns
M| Offline Help ~
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Lab - Configure the Firewall in Windows 7 and Vista

d. Close the Windows Help and Support window.

Step 4: Configure the Windows Firewall Allowed Programs feature.

a. On computer 1, click the Allowed Programs window so it is active. Click Change settings, if necessary.
To turn off an exception, remove the check mark from File and Printer Sharing, and then click OK.

7= e =)

@leﬂ <« Windows Firewall » Allowed Pregrams

File Edit View Tools Help

What are the risks of allowing 2 program to communicate?

Allowed programs and features:

[ EBranchCache - Content Retrieval (Uses HTTP)
[BranchCache - Hosted Cache Client (Uses HTTPS)
[ EranchCache - Hosted Cache Server 13
[BranchCache - Peer Discovery (Uses |
[J Connect to a Metwork Projectar
[ Core Netwarking

[ Distributed Transaction Coordinator
W File and Printer Sharing

[ HomeGroup

[JisCSl Service

[ Key Management Service

[ Mediz Center Extenders

Allow programs to communicate through Windows Firewall

To add, change, o remeve allowed programs and perts, click Change settings.

Name Home/Work (Private] ~ Pu

- ‘ 43 ‘ | Search Control Panel ol

Change settings

-4

i

O0OREOROOCO0
OooOEm0ROoOoocoon

1

Details... Remove
Allow another pragram...

b. On computer 2, attempt to open a connection to computer 1, using the following path:

Control Panel > Network and Sharing Center > Network icon.

Can you connect to computer 1?

-

4 Computer (3)

2 Al1247F R2
B videos

4 Media Devices (2)
@ Homegroup 5 @'vj 5 ﬁ'vj
» B

=]
n\:/l-\;/n I?y v Metwork » - | b4 || Search Network o
File Edit View Tools Help
Organize = Metwork and Sharing Center Add a printer = 0 @

& Libraries
3 Documents [ L [ L [ L [} L [ L
@ Music = Co “os o o
=] Pictures | BROOKS-1 ~ COMPUTE JOHN-PC MPI2B2ZF1S  SHAWNA-L

APTOP

Windows cannot access WOHN-PC

@"" try to identify and resclve network preblems, click Diagnose,

(v) See details

Lo
P Compidter =| BROOKS-1 MACBOOK
& Local Disk (C:) A11247F -PRO: John:
n rable Dicle (E:1 Brooks:
Metwork Errcr L\\,

Check the spelling of the name. Otherwize, there might be a problem with your network, To

Diagnose ][ Cancel
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Lab - Configure the Firewall in Windows 7 and Vista

c. Oncomputer 1, add a check mark to File and Printer Sharing. Click OK.

d. On computer 2, refresh the Network screen and attempt to connect to computer 1. Can you connect to

computer 17?

@QVL‘F v Netwerk » JOHN-PC »

File Edit View Tools Help

Organize = Metwork and Sharing Center

- |&,|| Search JOHN-PC

View remote printers

Librarie Cisco
. : I ot S
! Share
3 Documents — %
rJv- Music ;
i £ #2 Shared Printer
=/ Pictures 5 =
E Videos
XP Folder
4 Hemegroup & q' Share
M Computer =
. L 3 items
—

e. Log off computer 2. Use computer 1 for the rest of the lab.

Step 5: Configure Advanced Security features in Windows Firewall.

a. To configure advanced security, use the following path:

Control Panel > Administrative Tools > Windows Firewall with Advanced Security

b. Inthe panel on the left, you can select items to configure Inbound Rules, Outbound Rules, or
Connection Security Rules. You can also click Monitoring to view the status of configured rules. Click

Inbound Rules.

File Action View Help

«=|EEE

@& Windows Firewall with Acvance
51 Inbound Rules
&5 Outbound Rules
%5 Connection Security Rules
» Bl Monitoring

@ Windows Firewall with Advanced Security

Windows Firewall with Advanced Security on Local Computer

P
i “windows Firewall with Advanced S ecurity provides netwark security for \windows computers.

Querview
Domain Profile

@ windows Firewall is an.

m

@ Inbound connections that do not match a ule are blocked.

@ Duthound conrections that do not match a e are sllowed
Private Profile

@ windows Firewall is o

® Inbound conhections that do not match a le are blocked.

'@' Outbound connections that do not match a rule are allowed.
Public Profile is Active

@ windows Firewall is on

) Inbound connections that do nat match a rule are blocked.

@ Outbound conmections that do ot match a rule are allowed.

Windows Firewall Prapertiss

Getting Started

Authenticate co ications b comp 3
Create connection security rules to specify how and when connections between computers are auther ~

. i »

= R >

Actions
Windows Firewall with Advanced Se.. &
| Import Policy...
3| Export Policy...
Restore Default Policy
Diagnose / Repair
View 4
| Refresh
[E] Properties
7]

Help
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Lab - Configure the Firewall in Windows 7 and Vista

c. Inthe middle panel, scroll down until you find the inbound rule named Files and Printer Sharing (Echo
Request — ICMPv4-In). Right-click on the rule and select Properties > Advanced tab > Customize.

File Action

|

View Help

@ Windows Firewall with Advance
B Inbound Rules
3 Outbound Rules
3._.. Connection Security Rules
» Bl Monitoring

O —— v

ﬂ Windows Firewall with Advanced Security

Inbound Rules

Name

.Distrihuted Transactien Coerdinator (RPC-EPMAP)
.Distributed Transaction Coordinator (RPC-EPMAR)
Distributed Transaction Coerdinator (TCP-In)
Distributed Transaction Coerdinator (TCP-In)

@ File and Printer Sharing (Echo Request - ICMPyd-In)

.FI|E and Printer Sharing (Echo Disable Rule
(@File and Printer Sharing (Echo
@ File and Printer Sharing (Echo
.FI|E and Printer Sharing (Echo
(@File and Printer Sharing (LLM
@ File and Printer Sharing (LLM
@File and Printer Sharing (NB-[
.FI|E and Printer Sharing (NB-[
File and Printer Sharing
@ File and Printer Sharing
@Flle and Printer Sharing (NB-Name-In)
@ File and Printer Sharing (NB-Name-In)
@ File and Printer Sharing (NB-Session-In)
@File and Printer Sharing (NB-Session-In)
.FI|E and Printer Sharing (NB-Session-In)
@ File and Printer Sharing (SME-In)

@ File and Printer Sharing (SMB-In)
.Fll: and Drintar Sharina (SMA-Tn)
< .

Cut

Copy
Delete

Propaﬁes

Help
NE-Datagram-In
NB-Name-In)

Group

Distributed Transaction Cec...
Distributed Transaction Coo...
Distributed Transaction Coo...
Distributed Transaction Cec...
File and Printer Sharing

File and Printer Sharing

ile and Printer Sharing

ile and Printer Sharing

ile and Printer Sharing

ile and Printer Sharing

ile and Printer Sharing

P

D

P

P

D

D

Pl

P

P

P

D

P

ile and Printer Sharing D
ile and Printer Sharing p
ile and Printer Sharing P
ile and Printer Sharing D
File and Printer Sharing P
File and Printer Sharing P
File and Printer Sharing D
File and Printer Sharing P
File and Printer Sharing P
File and Printer Sharing D
File and Printer Sharing D
File and Printer Sharing P
]

File 2nd Drinter Sharinn

= o =

Actions

# || Inbound Rules

W NewRule..

7 Filter by Profile
T Filter by State

=‘ ¥ Filter by Group

; View

Refresh

B

55 Export List..

=6

Help

File and Printer Sharing (Echo Reque...
# DissbleRule

& cut

B2 Cepy

Delete

=
[=] Properties

Help

v v v -

Opens the properties dialog bex for the current selection.

d. The Advanced tab displays the profile(s) used by the computer and the Customize Interface Types
window displays the different connections configured for your computer. Click OK.

File and Printer Sharing (Echo Request - ICMPvd-In) Properties

==

General I

Programs and Services |

Protocols and Ports I Scope

Leam more

Profiles

[ Domain
Private
[ Public

Interface types

b

rule applies.

Specify the inteface types to which this

Advanced |

Computers

Users

k' Specify profiles ta which this ruls appliss.

= Customize Interface Types

=

=
=
3

i
[ @ Al irterface types
1 These interface types:

This rule applies to connections on the following interface types.

(=58

Leam more about interface types

[ 0K D@J[ Cancel

oK

][ Cancel ]
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Lab - Configure the Firewall in Windows 7 and Vista

e. Click the Programs and Services tab. Click Settings.... The Customize Service Settings window

opens. In the space below, list the short name of four services that are available. When done, click
Cancel.

File and Printer Sharing (Echo Request - ICMPvd-In) Properties 2 |
Protocols and Ports I Scope I Advanced | Users
General | Programs and Services | Computers
Programs

rEky

Services
v Specify the services to which this ule
Ssw=, applies.
=3
Custemize Service Settings

Apply this rule as follows:

Name Short Name

&4
L3

| »

ActiveX. Installer (fxinstSY) Baclnst SV —
daptive Brightness SensrSve

. Application Experience AelookupSve

¢, Application [dentity ApplDSve

plication Information Appinfo

, Application Layer Gateway Service ALG
“, Application Management AppMgmt
“ Background Irtelligent Transfer Service BITS
L2 Base Fitering Enaine BFE A

Leam more about these settings
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Lab - Configure the Firewall in Windows 7 and Vista

f. There are many applications that users do not normally see that also need to get through the Windows
Firewall to access your computer. These are the network level programs that direct traffic on the network

and the Internet. Click Protocols and Ports tab.

File and Printer Sharing (Echo Request - ICMPwd-In) Properties

=

Protocol nurnber;

Local port: All Ports

Remate port: All Ports

Internet Control Mesgzage Protocol
[IChMP) sethings:

Learn more about protocol and ports

| General I Programs and Services I Computers
Protocols and Ports | Scope | Advanced | Users
Pratocalz and ports
e Protocol ype: IChA P4

Cuztomize. .

ak.

] [ Cancel

apply
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Lab - Configure the Firewall in Windows 7 and Vista

g. For the ICMP settings, click the Customize button. The Customize ICMP Settings window opens. In the
example here, allowing incoming echo requests is what allows network users to ping your computer to

determine if it is present on the network. In the space below, list four of the Specific ICMP types.

Customize ICMP Settings @

Apply this rule to the following Intemet Control Message Protocol {ICMP)
connections:

5 o o <
9 — O —

[l
Ll

This ICMP type:
Type: 0 Code: Any

h. Close all windows.
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Lab - Configure the Firewall in Windows 7 and Vista

Part 2. Configure the Firewall in Windows Vista

Step 1: Create and share a folder.

a. On computer 1, right-click on the desktop, select New > Folder. Name the folder Cisco.

View 3
Sort By »
Refresh

Paste

Paste Shortcut
Undo Rename Ctrl+Z

Mew 3 Folder m

Shortcut

: |

Es Personalize
Bitrmap Image
Contact

Journal Decument
WinRAR archive
Rich Text Document

(&) i G (] [

Text Document
WinRAR ZIP archive

Briefcaze

® i

b. Right-click the Cisco folder, and then select Share > Continue. The Advanced Sharing window opens.

Share the folder. Use the default name Cisco.

_ B -
Share this folder

a1, Cisco Properties

Settings

| General | Sharing |Securi'ry I Previ Share name:

Metwork File and Folder Sharing e

Cisco Add Remove
l ) Mot Shared

Limit the number of simultaneous users to: w0 2
Metwark Path: —
Mot Shared Comments:
Share...
Advanced Sharing
Set custom permissions, create mi [ Permissions ] [ Caching ]

advanced sharing options.

ey o) o

Password Protection

People without a user account and password for this computer
can access folders shared with everyone.

To change this setting, use the Network and Sharing Center.
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Lab - Configure the Firewall in Windows 7 and Vista

c. On computer 2 click Control Panel > Network and Sharing Center > Network icon (icon with the
network name to which you are connected).

@O-h-; » Metwork » JOHN-ULTIMATE » ~ [ 42 || search 2|
File Edit View Tools Help

Wy Organize ~ G- Views + o= Network and Sharing Center

Favorite Links Neme Type Comments

[E Documents lJ o i
B Pictures -, I} pe ?

B Music ‘

(B Recently Changed B ! | Users ﬁ Printers

I sesrches
) Public

Folders A

@f

d. Double-click computer 1.Can you see the shared folder Cisco?

4 items

Note: If you answered no, ask the instructor for help.
e. Close Network.

Note: Use computer 1 for the rest of the lab unless otherwise stated.

Step 2: Open Windows Firewall.

a. To open the Windows Firewall, use the following path:
Control Panel > Security Center

b. The normal state for the Windows Firewall is On. Click Windows Firewall in the left panel.

I Windows Security Center

=1EEE]
@

2 Windows Update Security essentials

v i e el g?(halp protect your computer, make sure the four security essentials below are marked On or

indows Defender Using Windews Security Center
Internet Options =
Firewall On @

ey
* Get the latest security and

R SRRl SR 9 Windews Firewall is actively protecting your computer,

Microsoft Mote: Two or more firewalls running at the same time can conflict with each other,

e S How does a firewall help protect my computer?

Center alerts me -
Automatic updating On @ (@
Malware protection Check settings @ \3
Other security settings 0K® |(w

Sqe'xm
i
Backup and Restore
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Lab - Configure the Firewall in Windows 7 and Vista

c. The Windows Firewall window opens. Click Change settings > Continue.

i Windous Firewall EEE]
] I:fm Windows Firewall on or Windaws Firewall

Al h h ‘Windows Firewall can help prevent hackers or malicious software from gaining access to
O L T your computer through the Internet or network,
Windows Firewall

How does a firewall help protect my computer?

@ Windows Firewall is helping to protect your computer

Windows Firewall is on.

@ Change seftings
Inbound connections that do net have an exception are blocked.
Display a notification when a program is blocked: Ves
Network location:

Public network
What are network locations?

See also

Security Center

Network Center

d. The Windows Firewall Settings window opens.

Why is turning off the Windows Firewall not advised?

Windows Firewall Settings

General | Exceptions | Advanced

Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

@ @ On (recommended)

This setting blacks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

Block all incoming connections

Select this option when you connect to less secure netwarks, All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.,

@ () Off (not recommended)

Avaid using this setting, Turning off Windows Firewall will make this
computer more vulmerable to hackers or malicious software.

Tell me more about these settings

[ ok ][ cencel ][ apoly
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Lab - Configure the Firewall in Windows 7 and Vista

Step 3: Investigate the Windows Firewall Exceptions tab.

a. Inthe Windows Firewall Settings window, select the Exceptions tab. Programs and services that
Windows Firewall is not blocking will be listed with a checkmark. You can add applications to this list. This
may be necessary if your customer has an application that requires outside communications but for some
reason the Windows Firewall cannot perform the configuration automatically. You must be logged on to
this computer as an administrator to complete this procedure. Click What are the risks of unblocking a
program?

ﬂWindnws Firewall Settings @

Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the public network location.
What are the risks of unblocking & program?

To enable an exception, selectits check box:

Program or port

[JBITS Peercaching

[ connect to a Metwork Projectar
Core Metworking

[ Distributed Transaction Coordinator
File and Printer Sharing i |
[JiscsI service

[ Media Center Extenders

Metwork Discovery

[drerformance Logs and Alerts

[(remote Administration

Cremote Assistance

[JRemote Desktop

| P Sy S S [P ¥, [

m

IAddprngram... H Add port... H Properties I

[w}
'l

m
o

[T Motify me when Windows Firewall blocks a new program

[ oK ” Cancel ][ Apply ]

b. The Window Help and Support window opens. Creating too many exceptions in your Programs and
Services file can have negative consequences.
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Lab - Configure the Firewall in Windows 7 and Vista

C.

Describe a negative consequence to having too many exceptions.

@ Windows Help and Support

Search Help

What are the risks of allowing programs through a firewall?

When you create an exception or open a port in a firewall, you allow a particular pregram te
send information to er from your computer through the firewall. Allowing a pregram to
cemmunicate through a firewall (sometimes called unblocking) is like opening a tiny deor in
the firewall.

Each time you create an exception or open a port for a program to communicate through 2
firewall, your computer becomes a bit less secure, The more exceptions or open ports your
firewall has, the more cpportunities there are for hackers or malicious software to use one of
those openings to spread a worm, access your files, or use your computer to spread malicious
software to others,

It's generally safer to create a pregram exception than te cpen a port, If you cpen a port, it
stays open until you close it, whether or not a pregram is using it. If you create an exception,
the "door” is open only when needed for a particular communication.

To help decrease your security risk:

# Only create an exception or open a port when you really need te, and remove exceptions
or close ports that you no lenger need.

& DMever create an exception or open a port for a program that you de not recognize,

¥ Ask someone or expand your search

i Offline Help +

| »

m

Close the Windows Help and Support window.
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Lab - Configure the Firewall in Windows 7 and Vista

Step 4: Configure exceptions to the Windows Firewall.

a. On computer 1, click the Windows Firewall Settings window so it is active. Click Change settings, if
necessary. To turn off an exception, remove the check mark from File and Printer Sharing. Click OK.

P

g Windows Firewall Settings

Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the private network location,
What are the risks of unblocking a program?

To enable an exception, select its check bax:

Program or port

[1BITS Peercaching

[ Connect to a Metwark Projector
Core Networking

[ ristributed Transaction Coordinatar
M| File and Printer Sharing
[isCsI Service

[Media Center Extenders
Metwork Discovery
[rerformance Logs and Alerts
[dremote Administration

Remote Assistance

[Jremote Desktop

Mlmeemmdm Errmimd | mm B memmm s

| »

m

[Addprngram... H Add port... ][ Properties ] Delete

Motify me when Windows Firewall blocks a new program

[ oK. !}J [ Cancel ] [ Apply ]

-

b. From computer 2, attempt to open the network connect to computer 1, using the following path:

Control Panel > Network and Sharing Center > Network icon.
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Lab - Configure the Firewall in Windows 7 and Vista

Can you connect to computer 1?

[==E]r=]
= [ x| [searcn o

@Qv‘@}' b Network »
File Edit View Toels Help

Name Category  Workgroup  Network lo...

A CORMEISTER k JOHN-DESKTOP
ctures s =

i N A JOHN-LAPTOP 4 | JOHN-PC
@ Recently Changed - -

BB searches
Public i | JOHN-ULTIMATE A NPL2B2F19
= I

Network Error [% ==
Windows cannot access \WOHN-ULTIMATE
Check the spelling of the name. Otherwise, there might be a problem with your network. To
try te identify and reselve netwerk problems, click Disgnese.

Folders -

JOHN-ULTIMATE Categories: Computer
LL- Workgroup: WORKGROUP

Network location: Network

c. Oncomputer 1, add back the execption for File and Printer Sharing. Click OK.

d. Oncomputer 2, refresh Network screen and attempt connect to computer 1. Can you connect to
computer 17?

[E=3[ECH =)
~ [ 43 |[ searcn o

@U-\;F b Network » JOHN-ULTIMATE »

File Edit View Tools Help

Name Type Comments
”
! | Cisco 2 Example
=, |\ -2
! | Users ! Printers
L =

Folders ~

. 4 items

e. Log off computer 2. Use computer 1 for the rest of the lab.

Step 5: Configure Advanced Security features in Windows Firewall
a. To configure advanced security, use the following path:

Control Panel > Administrative Tools > Windows Firewall with Advanced Security
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Lab - Configure the Firewall in Windows 7 and Vista

b. Inthe panel on the left, you can select items to configure Inbound Rules, Outbound Rules, or
Connection Security Rules. You can also click Monitoring to view the status of configured rules. Click

Inbound Rules.

File Action
o=

@& Windows Firewall with Advance
23 Inbound Rules
Outbound Rules
M Connection Security Rules
(3 ‘g‘ Menitoring

View Help

& Windows Firewall with Advanced Security

Windows Firewall with Advanced Security o al Computer

ﬂ Windows Firewall with Advanced $ ecurity provides netwark security for 'Windows computers.

>

Overview
Domain Profile

@ Windows Firewall is on

) Inbound Gonnedtions that do not match a rule are blocked

@ Dutbound connections that da not match a iule are allowed.

Private Profile

@ windows Frewallis on

) Inbound connections that do not match a rule are blocked
@ Duthound connections thal da not match a e are allowed
Public Profile is Active

@ windaws Firewallis on

© Inbiound connections that do not match a rule are blocked

@ Duthound conrections that do not match a e are sllowed

EJ Windows Firewall Froperties

m

Getting Started
ications b [ 5

Authenticate co

< i ]

s

Create connection security 1ules to speciy how and when connestions between computers are auther =~

Actions

Windows Firewall with Advanced Se...
@] Import Policy...

45| Export Policy..

Restore Default Pelicy

Diagnose / Repair

View

Refresh

Properties

B @ B

Help

-

c. Inthe middle panel, scroll down until you find the inbound rule named Files and Printer Sharing (Echo
Request — ICMPv4-In). Right-click on the rule and select Properties > Advanced tab > Customize.

File Action View Help
+=|zE =

@ Windows Firewall with Advance
B Inbound Rules
3 Outbound Rules
3._.. Connection Security Rules
» Bl Monitoring

O —— v

ﬂ Windows Firewall with Advanced Security

Inbound Rules

Name
.Distrihuted Transactien Coerdinator (RPC-EPMAP)
.Distributed Transaction Coordinator (RPC-EPMAR)
.Dlstrlbuted Transaction Coordinator (TCP-In)
.Distrihuted Transactien Coerdinator (TCP-In)
@ File and Printer Sharing (Echo Request - ICMPyd-In)
File and Printer Sharing (Eche Reguest - ICMPvd-In)
.FI|E and Printer Sharing (Echo Disable Rule
(@File and Printer Sharing (Echo
@ File and Printer Sharing (Echo
.FI|E and Printer Sharing (Echo Copy
(@File and Printer Sharing (LLM Delete
@ File and Printer Sharing (LLM Properties
@File and Printer Sharing (NB-[ ﬁ
.FI|E and Printer Sharing (NB-[ Help

Group

File and Printer Sharing
File and Printer Sharing
ile and Printer Sharing
ile and Printer Sharing

Cut
: ile and Printer Sharing

ile and Printer Sharing
ile and Printer Sharing
ile and Printer Sharing
ile and Printer Sharing
ile and Printer Sharing

@ File and Printer Sharing (NB-Datagram-In ile and Printer Sharing
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing
@Flle and Printer Sharing (NB-Name-In) File and Printer Sharing
@ File and Printer Sharing (NB-Name-In) File and Printer Sharing

@ File and Printer Sharing (NB-Session-In)
@File and Printer Sharing (NB-Session-In)
.FI|E and Printer Sharing (NB-Session-In)
@ File and Printer Sharing (SME-In)

@ File and Printer Sharing (SMB-In)

@i Eil= and Drintar Sharina (SMR-Tn)
I I

File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing
File and Printer Sharing

File 2nd Drinter Sharinn

Distributed Transaction Cec...
Distributed Transaction Coo...
Distributed Transaction Coo...
Distributed Transaction Cec...

= o =

Actions

Inbound Rules

W NewRule..

7 Filter by Profile
T Filter by State
¥ Filter by Group
View

Refresh

55 Export List..

B

=6

Help

File and Printer Sharing (Echo Reque...

# DissbleRule

& cut

B2 Cepy
Delete

=
[=] Properties

Help

v v v -

Opens the properties dialog bex for the current selection.
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Lab - Configure the Firewall in Windows 7 and Vista

d. The Advanced tab displays the profile(s) used by the computer and the Customize Interface Types
window displays the different connections configured for your computer. Click OK.

"

File and Printer Sharing (Echo Request - [ICMPvd-In) Properties =]

General Programs and Services |

Users and Computers | Protocols and Ports I Scope | Advanced

Profiles

EXH

This rule applies to connections on the following interface pes.

Customize Interface Types

@ Allinterface types

1 These interface pes:

[[] Local area network,
[ Remate access
[[] wireless

Learn more about interface types

0k ] [ Cancel

[T ANTH edge Taversdl

Learn more about these settings

0k ] [ Cancel Apply
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Lab - Configure the Firewall in Windows 7 and Vista

e. Click the Programs and Services tab. Click Settings.... The Customize Service Settings window
opens. In the space below, list the short name of four services that are available. When done, click

Cancel.

FL\\?E and Printer Sharing (Eche Request - ICMPv4-In) Properties £3
Usgers and Computers Protocols and Ports Scope Advanced
General Programs and Services

Programsz

E

Services

e Specify the services to which this nle Setings
“ee.  applies.

Customize Service Settings

Apply this rule az follows:

M ame Short Name -
Lt Application Experience AelookupSve

S, pplication | nfarmation Appinfo

St pplication Layer Gateway Service ALG

St pplication M anagernent AppMamt

%, Background Inteligent Transfer Service BITS

%, Baze Filering Engine EFE

%, Block Level Backup Engine Service whengine

S, Certificate Propagation CertPropSvc

St CHG Kew | zolation Fevlzo N

Learn more about these settings

Cancel
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Lab - Configure the Firewall in Windows 7 and Vista

f. There are many applications that users do not normally see that also need to get through the Windows
Firewall to access your computer. These are the network level programs that direct traffic on the network
and the Internet. Click Protocols and Ports tab.

i "

File and Printer Sharing (Echo Request - ICMPvd-In) Properties @
General Programs and Services
Ilsers and Computers Pratocalz and Parts Scope Advanced

Protocals and parts

# Protocal type: |CMPd
Protocal number: 1=
Local port: All Parts
Remote port: Al Portz

Internet Cantrol Message Protocal
[ICMP] zettings:

Leam more about protocol and ports

(] ] | Cancel Apply

g. For the ICMP settings, click the Customize button. The Customize ICMP Settings window opens. In the
example here, allowing incoming echo requests is what allows network users to ping your computer to
determine if it is present on the network.
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Lab - Configure the Firewall in Windows 7 and Vista

List four of the Specific ICMP types.

Customize ICMP Settings @

Apply this rule to the following Intemet Contral Message Protocal {(ICMFP)
connections:

acket Too Big
yestination Unreachable
ource Quench

direct

ho Request

uter Advertisement

it ] r

[Tl

m

[=R=]

OoEEEEEE

el

ime
[ Parameter Problem
[7] Timestamp Request
Address Mask Reguest

O

This ICMP type:

Type: 0 Code: Ay

Leam more about ICMP settings

h. Close all windows.
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